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The San Bernardino County Bar Association, The Hon. Joseph B. Campbell American Inn of Court,
 & the High Desert Bar Association cordially  invite you to attend the

20th Annual

K������-C������� A����� 
To recognize 2019 Kaufman-Campbell Award recipient

Honorable Eric M. Nakata
Judge of the California Superior Court, County of San Bernardino

Thursday, May 9, 2019
Social 5:30 p.m. - Dinner 7:00 p.m. 

Open Bar & Dancing

National Orange Show - Renaissance Room
689 South “E” Street  •  San Bernardino, California

(Parking & access on South Arrowhead Avenue at Gate 9)

Please list additional names on a separate page, and indicate the no. of meals for each menu choice.

__________BEEF   _________CHICKEN   ________VEGETARIAN

 Special accommodations (allergies, access, etc.)  ________________________________________________

 Name(s) _____________________________________________________________________________________

 Phone or email __________________________________________ Amount Enclosed $__________________

Please return this form by May 6, 2019 with your check made payable to SBCBA.
You may also RSVP  or sponsor online at:  https://tinyurl.com/y22vfyux- or call 909.885.1986.

Net proceeds benefit the Public Service Programs of the SBCBA. 

Please reserve______ dinner tickets @ $80 each.  OR... please accept my sponsorship for (circle):

Diamond
$1,500 table for 10

Silver
$600 includes 4 meals

Platinum
$1,200 includes 8 meals

Bronze
$300 includes 2 meals

Gold
$900 includes 6 meals

Solo Sponsor
$150 includes 1 meal



Law Day

Did you know that Law Day is May 1? Do you know what Law Day is? President 
Dwight Eisenhower established the first Law Day in 1958 to mark the nation’s 

commitment to the rule of law and recognize the role of courts in the United States. 
Throughout the month of May, the legal community reaches out to community organi-
zations, schools, youth groups, and bar organizations to spread the important message 
of the rule of law and its critical role in society. 

The San Bernardino County Bar Association (“SBCBA”) has two marquee events this 
month that celebrate the ideals of equality and justice under the law. 

First, the Kaufman-Campbell Award Dinner is currently scheduled for May 9, 2019. The Kaufman-Campbell Award 
is given to a judge who has served the bench with distinction while making significant contributions to the community. 
Recipients typically display the highest standards of judicial excellence while showing integrity, wisdom and impartial-
ity. This year, Judge Eric Nakata will receive the Kaufman-Campbell Award for his dedication and exceptional commit-
ment to the judicial branch. 

Second, the SBCBCA, the San Bernardino County Superior Court, the Inland Empire Latino Lawyers Association, and 
the Law Library are partnering to host a Legal Clinic and Consultation Day on May 10, 2019. Volunteer attorneys will 
provide free legal consultation sessions and workshops on various topics including family law, immigration, and access 
to justice. 

As I reflect on Law Day and the various events the SBCBA is hosting this month, I started to appreciate the importance 
of law in society. In essence, the law is a system of rules that governs behavior. It shapes politics, economics, and society 
in numerous ways. 

As I began to appreciate the impact of the law and how it has impacted my life, I also ruminated over how (and why) 
I embarked on this journey. So I started to ask my colleagues why they became a lawyer. As you can imagine, I initially 
received scripted, generalized, and perfunctory soliloquys. But as I continued to press, I discovered that there was 
always a person or a role model that piqued their interest in the law. So when someone ostensibly said they wanted to 

be a lawyer because of the earning potential, intellectual challenge, 
prestige, or to pursue social change, there was always a person, men-
tor, or media personality that sparked that interest. 

For me, I was drawn to the law by my parents. Not because they 
were lawyers. Rather, because they were small business owners, 
with limited English proficiency, that could not navigate through 
the complicated legal process. When they immigrated to the United 
States in the 1970’s, they were petrified of the American legal process. 
As their business grew, so did their need for legal services. I vividly 
recall opening the front door when I was 10 years old, a man asking 
for my parents, and being told that they were “being served with a 
subpoena.” My parents had no idea what to do. They thought they 
would get deported and lose everything they had worked for. As 
the eldest son, it was my role to read the documents, figure out what 
it was, and tell them that they were merely being asked to produce 
business records in relation to a dispute between third parties. In es-
sence, my parents relied on the advice of a 10-year child to figure out 
the legal system. More importantly, I was so proud that I could help 
my parents with something they could not do. 

So as we go through the month of May, ask yourself why you 
became lawyer, appreciate the importance of law in society, and be a 
role model. 
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From the President’s Desk
 by Eugene Kim
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FROM THE DESK OF THE PRESIDENT OF THE 

HON. JOSEPH B. CAMPBELL 
AMERICAN INN OF COURT

By David P. Colella

On March 26th, our Inn hosted the annual Joint Inns Din-
ner.  Each year, our Inn joins the Lee A. Deegan Inn 

(Riverside), the Slaughter-Roemer Inn (Low Desert), and the 
Southwest Inn (Temecula) for a shared evening of breaking 
bread in our common commitment to professionalism and 
ethics.  

On this particular night, approximately 
100 lawyers, judges, law students, and 
legal professionals were treated to a 
wonderful overview of the United 
States Attorney’s Office by Nick Han-
na, the United States Attorney for the 
Central District of California - the larg-
est USAO office outside of Washing-
ton, D.C.  Brining current events into 
context, he began the evening noting 
that he never imagined one day having 

to charge “Aunt Becky” (Lori Loughlin) from Full House with 
a crime.  The work is never dull and you never know what’s 
going to come across your desk.
Mr. Hanna described the general background of the USAO, 
including its dispersion throughout the state and the shortage 
of Federal judges that particularly impact the Inland Empire.  
Our Inn understands this issue well at the State-court level 
too.  Mr. Hanna discussed his commitment to our community, 
including increasing the staff in our regional office.  Other 
priorities of his include continuing his focus on prosecutions 
of violent crimes and working through the challenges opioid 
addiction places on the justice system, including working to 
reduce the avenues that allow these drugs into our country.  
That issue dovetails with national security goals as a Federal 
prosecutor.  Mr. Hanna’s discussion noted the great work and 
service our U.S. Attorneys provide on a daily basis including 
the criminal prosecutions and restitution recovery efforts for 
victims.  

Mr. Hanna concluded his re-
marks by presenting his posi-
tive outlook for the future of 
the USAO and appealed to at-
torneys and law students - the 
USAO is always looking for 
the next crop of outstanding 
attorneys to serve the office.  
Mr. Hanna then humored us 
with a Q&A session covering 
marijuana enforcement to 

some of the more colorful operation names (e.g. “Operation 
Hypocritical Oath” named for a DEA-led investigation into 
opioid fraud).  

It was a wonderful evening for all involved and we especially 
thank Mr. Hanna for taking time out of his busy schedule to 
speak with us.  He left us with great confidence in the future 
of his office.
Just two weeks later, our Inn was back to our regularly 
scheduled program at the Castaway Restaurant.  This time, 
the April program was led by Team Justice Douglas headed 
by the Honorable Lynn M. Poncin.  Judge Poncin provided 
a background on the namesake of her group, Justice William 
O. Douglas and, boy, was that an interesting background.  A 
history of womanizing, imbibing, preparing opinions in 20 
minutes, and a disdain for law clerks was balanced with what 
appeared to a general sentiment of him being underachiever 
given his exceptional intelligence and legal acumen.  If only he 
would have developed a better sense of work ethic, there ap-
pears a general acceptance that he “could” have been a great 
jurist.  
Our April program was unique in that in addition to offering 
an MCLE unit in legal ethics, it was structured to provide our 
judicial officers with an hour of Judicial CLE.  Covering the 
do/don’ts of judicial ethics, including treating all litigants 
with dignity and respect, we were given several examples 
of egregious behavior that can land a judge hot water.  Just 
as lawyers have to carefully mind the Rules of Professional 
Conduct, so do judicial officers have to observe the Code of 
Judicial Ethics.  One misstep can derail a judicial career, so we 
hope our program offered some insight into current and pro-
spective judicial officers into how to avoid pitfalls.  
With a final program meeting left, the point totals sit at:
Team:          Total Points: Avg per Meeting:
Team Goldberg 22,550  4,510
Team Marshall  13,400  3,350 (hosted (Feb.)
Team Scalia  11,100  2,775 (hosted Oct.)
Team Douglas  11,000  2,750 (hosted Apr.)
Team O’Connor   9,625  2,406 (hosted Jan.)
Team Souter    7,250  1,813 (hosted Nov.)
Barring a miraculous turn of events, Team Goldberg has run 
away with this year’s Jeopardy-themed program.  There is a 
“chance” the trailing teams could make it interesting, so we’ll 
see how aggressive the teams wager in May.  Incidentally, 
Team Goldberg is presenting in May so they are locked into 
their current points.  
Speaking of May, our next program will be May 8th at the 
Castaway led by Team Justice Goldberg on the topic of duty of 
candor.  Embodied within Rule 3.3 of the Rules of Professional 
Conduct, the rules govern the obligations of attorney candor 
toward the tribunal, e.g. the court.  Having been part of the re-
vamp that went into effect on November 1, 2018, the program 
is sure to be informative and entertaining.  
When considering candor to the court, the Rules of Profes-
sional Conduct require a lawyer NOT:
- Knowingly make a false statement of fact or law or fail to 
correct a false statement previously made to the tribunal by 
the lawyer;
- Fail to disclose controlling legal authority known to the law-
yer to be directly adverse to the position of the client and not 
disclosed by opposing counsel or to knowingly misquote the 
language of a statute, decision, etc.; and
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- Offer evidence that the lawyer knows to be false, or fail to 
take remedial measures if he/she later learns of the falsity 
(unless prohibited by statute).
(CRC, Rule 3.3(a).)
Furthermore, the lawyer must take reasonable remedial 
measures if he/she knows that the client is engaging or has 
engaged in criminal or fraudulent conduct pertaining to the 
proceeding.  (CRC, Rule 3.3(b).)
The Rules describe “remedial measures” in Comment [5] by 
referring to “measures that are available under these rules 
and the State Bar Act, and which a reasonable lawyer would 
consider appropriate under the circumstances to comply with 
a lawyer’s duty of candor to the tribunal.”  Remedial mea-
sures also include explaining the lawyer’s obligations to the 
client as well as seeking permission to withdraw if appropri-
ate.  Remedial measures explicitly do not include disclosing 
confidential communications protected under Business & 
Professions Code, §6068(e) and Rules of Court, Rule 1.6.
With that background in mind, the maxim that “no one can 
take advantage of his own wrong” (Civil Code, §3517) comes 
to mind.  This maxim has been applied in holding that equity 
does not allow one to take advantage of his own wrong nor 
will it assist in the perpetration of fraud on another or the 
public.  (Bowman v. Bowman (1932) 125 Cal.App. 602.)  This 
maxim invokes the well-known equitable concepts of “clean 
hands” and estoppel.  
One area of law where this maxim has been applied has been 
in the insurance context, specifically against a beneficiary 
who murdered the insured to collect on an insurance policy.  
You may recall the Mendez case as the sons blew through 
a $400,000 insurance payout before being convicted of the 
gruesome murder of their parents.  California has so-called 
“slayer” statutes and in the event of intentional killing of 
insured by primary beneficiary, the insurance policy does 
not lapse but rather the contingent beneficiary thereunder 
becomes entitled to insurance proceeds; and if no contingent 
beneficiary is designated in policy, proceeds thereof are pay-
able to estate of the murdered insured.  (Davis v. Aetna Life 
Ins. Co. (9th Cir. 1960) 279 F.2d 304, 309.)

Just as one cannot benefit from his/her own wrongdoing, 
neither is an attorney to gain an unfair advantage from the 
willful misleading of the court as to facts or law.  An attorney 
cannot simply artfully mislead the court and blame opposing 
counsel or the court for not ferreting out the truth.  Attorneys 
further have a proactive duty to advise the court of control-
ling law adverse to their client’s position.  It can be envisioned 
that these duties may put counsel in a moral quandary when 
we’ve been told to be zealous advocates since taking our oath.  
However, as St. Augustine once said, “right is right even if no 
one is doing it; wrong is wrong even if everyone is doing it.”

As with every Jeopardy-themed program so far, I am looking 
forward to an entertaining, educational evening on May 8th.  
We hope to see you there.
If you are interested in learning more about the new/amended 
Rules of Professional Conduct and obtain specialty MCLE 
credits in the process, consider joining the Inns of Court.  You 
can reach out to me (dcolella@flsd.com) or our membership 
chair, Eric D. Anderson (ericanderson@edalaw.com).

SBCBA’s MAY GENERAL MEMBERSHIP MEETING

—Tuesday, May 14, 2019—
“Sexual Harassment and Discrimination”

Geoffrey H. Hopper - Geoffrey H. Hopper & Associates, A.P.C.

12:00 noon to 1:30p  
Dept. S-3 San Bernardino Justice Center

San Bernardino County Bar Association, California State Bar-approved MCLE provider #2813, certifies that the above activity 
is approved for 1-hour of MCLE credit in the category of “Elimination of Bias” by the California State Bar.

Email us at rsvp@sbcba.org  or call 909.885.1986

THIS IS A BROWN-BAG EVENT, SO PLEASE PLAN ACCORDINGLY!

mailto:rsvp@sbcba.org
mailto:rsvp@sbcba.org
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DUI WORKSHOP for 
CRIMINAL DEFENSE 

ATTORNEYS 
 

Presented by: Patrick J. Silva 
Location:  Silva & Silva • Attorneys at Law 

 205 E. State St. • Redlands, CA 92373 
 

This is a 4 week long workshop. We will meet on the following Fridays from 5-7 PM: 

May 10 • May 17 • May 24 • May 31 

Discussions include: Blood Discovery, San Bernardino Blood Testing Issues, Breath Discovery and Attacks on 
the EC/IR, Cross Examination of Officer re NHTSA SFST’s, What Motions in Limine to File, Trial Themes. 

 
Limited to 15 attorneys • 2 hours MCLE • No cost • Reserve Your Spot: 909-798-1500  

 
 

SUCCESSFUL DUI TRIAL LAWYER 
·  Practice Limited to DUI Defense 

·  Extensive Knowledge Behind the Science 

·  Trained in Field Sobriety Testing 

·  Well Versed in DMV Licensing Issues 

·  Referrals Accepted 

 

   Patrick J. Silva 
    ATTORNEY AT LAW 

 205 East State St. 
 Redlands, CA 
 909-798-1500 
 www.pjsduilaw.com 

NOTICE

If you wish to have an arti-
cle, notice, or advertisement 

published in the Bulletin, 
please submit it to the bar 

office by the 15th of the 
month prior to publication 

month. 

Space for camera-ready ads 
must be reserved by the 

10th of the month prior, ad 
copy submitted by the 15th. 

(Items submitted will be 
accepted depending on 

available space.)
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SBCBA FAMILY LAW SECTION MEETING 
 

The Family Law Section of the  
San Bernardino County Bar Association 

Invites you to a  

BROWN BAG SEMINAR 

“The Dirty Little Secrets of Real Estate &  
the Price Your Clients Pay: 

2019 State of the Real Estate Market;  
Conflict of Dual Agency; Selling to Investors;  

Exposing Hidden Kickbacks;  
The Discount Commission Bait and Switch"  

 
With Special Guest Speaker 

 LAUREL STARKS 
 

Wednesday, May 15, 2019 

12:00 noon to 1:30 p.m. 

 San Bernardino County Historic Courthouse, Dept. S-55 
351 N. Arrowhead Avenue, San Bernardino, CA 92415 

(This is a brown bag lunch event so please plan accordingly) 

 
To R.S.V.P., please call Jessica Hearn at the  

Law Office of Joyce M. Holcomb  

at (909) 889-7111 

Or by email at Jessica@joyceholcomblaw.com 

 
 
Chair Person – Joyce M. Holcomb   Co-Chair – Sean Bowler          President Emeritus – David Heisler 
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Elder Law: The Zealous Advocacy of Appointed Counsel and the Duty 
of Candor to the Court

by Mark H. McGuire Part VII in the Elder Law Series.

It is often difficult for a court appointed attorney to rep-
resent a minor or a proposed conservatee–to explain to 

petitioning, and well-meaning, family members that as 
court appointed counsel the duty of the attorney is to ad-
vocate for what the client wants, not what is in their best 
interests.  These two things are often not the same, even 
for privately retained clients.  We often spend much time 
counseling our clients as to the difference between what 
they want and what is in their best interest.  As a court ap-
pointed attorney the line may seem a bit blurrier, being di-
rectly appointed by the court and given the duty of candor 
to the court pursuant to the Rules of Professional Conduct, 
Rule 3.3. This duty is often thought to come into conflict 
with commonly perceived duty of “zealous advocacy” an 
attorney has.  The thought being, how can I be an effective 
zealous advocate and still inform the court of everything I 
am required to inform it of when some information may be 
detrimental to my client or my client may have expressly 
forbidden me to inform the court of the information?  Here 
now is the great reveal, there is no such duty of zealous ad-
vocacy under the California Rules of Professional Conduct.  
However, an attorney must always keep the secrets of her 
client at her own peril and at the same time never present 
false information or fail to inform the court of binding law, 
even if it is contrary to her client’s position.  Yes, these du-
ties can be performed simultaneously. It may be difficult, 
but it can be done.  Who told you being an attorney was 
going to be easy?

The duty of zealous advocacy is thought to arise from the 
amalgamation of the duty of loyalty, Rule 1.7 and the duty 
of confidentiality in the Business and Professions Code 
section 6068.  However the word zealous is not contained 
therein, and words matter.  The ABA Model Rule 1.3 is com-
monly understood to impose a duty of zealous advocacy 
on attorney by the requirement to act with zeal. However, 
the language in California Rule 1.3 requires the attorney to 
act with “reasonable diligence”.  Zealous advocacy this is 
not. Diligence seems to impose a stricter standard on the 
attorney.  Not nearly as much fun as having the shackles 
of reason removed and being commanded to charge into 
battle as a zealot.   However, the two words for our pro-
fession, attorney and counselor, indicate our dual duty to 
our clients, to advocate diligently for what they want and 
to instruct them on perhaps what would be best. The two 
may be the same, and in any given instance for a particular 
issue, may not be the same thing at all. Two cases high-
lighted in a recent California Trusts and Estate Quarterly 
delineate the complexities of this issue, Conservatorship of 
Schaeffer (2002) 98 Cal. App.4th 159 and Conservatorship 
of Cornelius (2011) 200 Cal.App.4th 198.  
In this article, I would like to examine the perceived con-
flicting duties of a court appointed attorney to diligently 

advocate for his client and the duty that same attorney has 
to act honestly not only to the court, Rule 3.3, but also in all 
actions taken as an attorney. [See Business and Professions 
Code section 6106.]  If the attorney is appointed as guard-
ian ad litem for the minor or for the incapacitated adult, 
the duties are clear. Act and inform the court of the subject 
person’s best interest.  Sometimes this may not be easy but 
it is at least straightforward.  The more difficult questions 
come from being appointed as the parties’ attorney or ad-
vocate and not the guardian ad litem. The duty here seems 
unambiguous at first, go forth and fight for your client.  
Tell the court what the client wants.  But you must also 
act as their counselor and inform them as to what may be 
in their best interest.  Determine these two things, and act 
upon them diligently, for the minor with increasing capac-
ity and the diminishing capacity of aging adult may not 
be so easy, and the complexity of the representation may 
change over time. 

In representing an infant the task would seem to be more 
straightforward. You have not received any confidential 
information from your client, they are infant, they can-
not communicate.  Yet they still may have privacy rights, 
which you as their attorney must protect.  If the minor is 17, 
the duty likewise seems unambiguous.  They are nearly an 
adult, they can tell you what they want, what secrets they 
want you to keep– and you as their attorney must only do 
that, right?  Not so fast.  The duty of candor to the court, to 
not knowingly present false evidence, to inform the court 
of law known to be contrary to your client’s position, may 
affect what the attorney does and most importantly how 
the attorney counsels the client on what should be done or 
not done in the case.  As the capacity of the client changes, 
increases, or decreases in abilities, so too the nature of the 
conversations with the client will change. 

The same is true, in a correspondingly and perhaps in-
versely way, for the representation of the elderly person 
with diminishing capacity.  As time goes on, gathering 
information from the client as to what they want and coun-
seling them as to what they should do may become more 
difficult. In some cases (say if the incapacity arises out of 
an accident or stroke), over time the client may gain more 
capacity, be able to communicate their desires more, and 
thus inform the conversations with their court appointed 
attorney more.  Thus the duties of the court appointed at-
torney are the same as those of any attorney to their private 
client, but as the capacity changes over time, the nature of 
the representation may change, and the attorney, appoint-
ed by the court, cannot simply bow out of the case. 

What does this mean for the potential conflict between the 
duty of diligent representation of the client’s interest and 
the duty of candor to the court? The public and I think 
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that many a newly minted lawyer have the Perry Mason 
or Ally McBeal idea of what we do as attorneys.  Meaning 
we meet with a client, find out what their story is and what 
they want, investigate the facts, then pull off a wonderful 
upset victory in court with stunning legal arguments and 
relentless cross examination.  Not so.  Law School and TV 
Dramas never really tell you that much of your time is 
spent counseling clients on how the system works, what 
will likely happen if A or B happens and what is the likely 
best course of action given all the knowns, unknowns and 
unknown unknowns.  These conversations often infuriate 
clients who thought you were going to go “tilt the wind-
mills” for them.  Many times we have to say something 
like, “I can do that but here is what is likely to happen if I 
do.”  The response is often, “So you are telling me I cannot 
do what I want.”  Here is the rub.  The next phase of the 
complicated conversation is that we have to counsel the 
clients again, in the manner of “you can do this but here is 
what I think will happen; this is what you want, so what 
if we did this instead.”  At times the practice of law seems 
more like counseling Dori from Finding Nemo than Perry 
Mason or Ally McBeal.  
These conversations, as difficult as they are, must also 
include communication to the client as to what we, the 
attorney must communicate to the court, i.e. we cannot 
knowingly present false evidence  and we must inform 
the court of binding law we find, even if it is contrary to 
what the client wants.  Oftentimes, these difficult conver-
sations can actually be used to help the clients understand 

the distinction between what they want and what is best 
and move the case closer to settlement.  Remember always 
that a good settlement is where everyone is a bit frustrated, 
except for the judge who just had a matter taken off their 
calendar.

The difficulty in all of this as a court appointed attorney 
is the perceived higher degree of duty of candor to the 
court for the attorney.  The bench officer may desire more 
information of you regarding your client of diminishing 
or increasing capacity in order to assist the court doing its 
duty.  Some of that information the court wants – maybe 
something your client does not want anyone, especially 
the court or the public, to know. Here is where those dif-
ficult conversations with the client come into play again.  
Some of that information may in fact be beneficial for the 
client if presented to the court.  Reviewing those options 
in a diligent manner is our duty to the client, not zealous 
advocacy.  

I have neither the space here nor the experience to delin-
eate all of the possible permutations of how those difficult 
conversations must progress.  But I do know this: our craft 
is the art of words and persuasion.   Sometimes those dra-
matic moments of the attorney’s insightful words are not 
known publicly in the court room or ever reported, but are 
quietly and diligently performed in private consultation 
with the client.  None may ever know the good work done 
and that is how it is supposed to work. 
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www.camsmediation.com 

909-864-5156 

Premium ADR Service 

Susan Nauss Exon Mary Madison Campbell 

YOUR FIRST (AND LAST) CALL FOR EXPERT ADR SERVICES! 

Don Cripe 
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As many readers know, we lecture a lot. A whole lot. So we 
thought it might be interesting to relate the questions we 

have been asked most often in the past several months. Always 
fascinating to see what is “top of mind” at conferences and 
CLEs.
“I’ve been thinking about cybersecurity - what’s most impor-

tant? A security assessment, penetration testing or employee 
training?”
Well . . . let’s start with penetration testing. For most solo/small 

law firms, this is probably overkill unless you have major league 
clients or extremely high value data. In pen testing, you are ask-
ing a company to pretend they are the “bad guys” and attack 
you – it is scary stuff, and tends to be expensive. The company 
will generally require a “get out of jail” free agreement, saying 
that they are not liable for any damages resulting from a success-
ful compromises of your network.
A security assessment (sometimes also called an audit) is far 

less expensive. The assessment is usually done using software 
tools and involves a thorough review of your network. The re-
sult is generally a report identifying your critical vulnerabilities, 
medium-level vulnerabilities and low-level vulnerabilities. As a 
rule, it tends to come with a proposal for (at least) remediating 
the critical vulnerabilities along with the estimated cost. We 
believe it is wise to do these assessments, using a certified third 
party cybersecurity company, annually. Many clients and cyber-
insurance companies are beginning to require these assessments 
as well.
There is no getting around the absolute need for annual em-

ployee cybersecurity training. It is generally fairly inexpensive 
and covers the basics of current threats and how to avoid such 
things as clicking on suspicious links/attachments, going to 
sketchy websites, giving information over the phone (duped by 
social engineering), and many other easy-to-make mistakes. A 
solid hour of good training each year is a small price to pay for 
educating your employees and creating a culture of cybersecu-
rity.
“What is the best password manager?”
In our opinion, the best password manager is one you actually 

use – because most of you don’t use one. Seriously, any good 
password manager is fine and the selection is largely a personal 
one. What features do you need? Does the password manager 
have to automatically fill in website forms for login? Can the 
password manager store all the various types of data (e.g. Pass-
port, credit cards, prescriptions, etc.) you need? Is the password 
database stored in the cloud or locally on your own device? Can 
the password database be replicated and synchronized across 
multiple devices, including your smartphone?
If you want a little neutral help, check out PC Magazine’s 

review of the best password managers of 2018: https://
www.pcmag.com/article2/0,2817,2407168,00.asp. The two 
highest rated are Dashlane and Keeper, but you should review 
the feature sets and pricing to see what works best for you.
“Is it really safe to move my law firm data to the cloud – and 

is it ethical?”
Virtually all cybersecurity experts now agree that the cloud will 

protect your data better than you will. Is the cloud absolutely 
secure? Of course not. But do law firms, especially solo/small 
firms tend to be woefully insecure? Yes, they do.
Most lawyers are using the cloud these days – perhaps for 

email, perhaps to share files, perhaps because they have Office 
365. There isn’t a single state bar that has a problem with cloud 

computing – provided that you take reasonable precautions to 
comply with your ethical duties. This means asking questions 
such as:
•  Where will my data be stored?
•  Is it encrypted at rest and in transit?
•  Who holds the master decryption key? (preferable if you do)
•  How long has the provider been in business?
•  Is the provider accustomed to working with law firms and 
familiar with legal ethics?
•  What happens to your data if the provider declares bank-
ruptcy?
•   What happens to your data if you change providers? What 
format is your data provided in? Is there a charge?
•   If law enforcement appears with a search warrant for your 
data, will your provider notify you right away so you have the 
chance to file a Motion to Quash?
•   Who has responsibility for reporting a data breach should 
information be compromised?

As you might imagine, there are a lot of questions that you 
might ask. You can find many useful expert tips for moving 
your firm to the cloud at https://www.attorneyatwork.com/
tech-tips-making-move-cloud/. 

“How can I keep up with legal technology? It moves so fast!”
Trust us – we have the same problem. We each read about two 

hours a day – and we still can’t keep up. We have a couple of 
resources to recommend. We didn’t want to recommend a long 
list, but here’s our favorite two resources:

Bob Ambrogi’s LawSites blog at https://www.lawsitesblog.com/. 
Bob keeps up at the forefront of legal technology.

Attorney at Work blog, which offers a good tip each day which 
may be found at https://www.attorneyatwork.com/. Not all of 
the tips are legal tech, but all the tips are interesting and many 
involve technology.

If you sign up for these free resources, you will receive an 
email each day. The vetting process is very simple – just look at 
the subject line – you’ll know right way if this is a topic you’re 
interested in. If not, hitting the “delete” button is simple.

Beyond these two resources, there are plenty of legal tech pod-
casts at Legal Talk Network. https://legaltalknetwork.com/ If 
you are driving to work every day or taking a train/plane/bus, 
listening to a podcast is a perfect way to learn – and it makes 
travel time pass faster!

Don’t forget CLEs – and ask your colleagues for recommenda-
tions regarding speakers who both inform and entertain. Legal 
tech is hard enough for most lawyers – a few entertaining stories 
along with the legal tech education is always a good mix.

“Is it safe to open emails as long as I don’t click on a link or 
attachment?”

Generally speaking, yes. You are unlikely to have any mal-
ware installation if you use a browser to access your email. The 
majority of lawyers use Outlook as their email client, which also 
has safeguards against automatically running scripts. As with 
all technology, things can change so be sure you are especially 
careful when opening a suspicious email.

“What is the security software you recommend for smart-
phones?”

ALL smartphones should have some security software, even 
iPhones. Many of the major desktop security suites (e.g. Syman-
tec, Trend Micro, Kaspersky, etc.) also have agents for mobile 
devices. The advantage is that the same centrally managed ad-

A Baker’s Dozen: Thirteen Cybersecurity Questions Lawyers Ask 
by Sharon D. Nelson and John W. Simek
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ministration console can monitor desktops, servers and mobile 
devices. We would suggest investigating Lookout or Sophos 
for stand-alone installation of security software for mobile 
devices.

“How do I recognize a phishing email and what should I do 
with a suspicious email?”
There are obvious red flags to pass on to employees:
•   You don’t know the sender
•  You do know the sender but if you look closely, the address 
is one letter off (this one happens a lot)
•   Nothing in the note seems personal to you
•   You weren’t expecting the email
•   Reference is made to a bank/product/service you don’t use
•   Words are misspelled
•   The grammar is poor
•   The email doesn’t address you by name
•   The message asks for personal information
•   There is an attachment which seems suspicious in conjunc-
tion with other factors or a link to a website (and no, hovering 
over the link doesn’t necessarily ensure that you will go to the 
address shown – drive-by malware infections from visiting ma-
licious sites are quite common)

The list goes on and on – you need to advise your employees 
to be on the lookout for anything suspicious and not to be click-
happy! If something about the email doesn’t feel “right”, you 
should have them forward the email to your IT or cybersecurity 
folks.

“What’s the most important security tip for 2019?”
Beyond a doubt…DO NOT reuse passwords! The bad guys 

are now using computer bots to brute force attacks using pass-
words revealed from past data breaches. If you continue to 
reuse passwords, there is a high probability that the password 
will be used against other systems. This is another great reason 
to use password managers so that you can have unique pass-
words for every system.

One password you should NEVER reuse is the password you 
use to log into your law firm network.

“I’ve heard that Office 365 and Windows 10 are not inher-
ently secure – what can I do to make them secure?”

Default configurations are never good – and Microsoft ac-
knowledges that, though users seem blissfully unaware of 
it. Microsoft has developed a program called Secure Score. 
Microsoft first introduced Office 365 Secure Score to help to un-
derstand your security position by giving you advice on what 
controls you should consider enabling, and helping you under-
stand how your score compares to other organizations. As an 
example, enabling MFA (multi-factor authentication) is worth 
50 points. The higher the score the better the security posture. 
The program was so successful that it has been expanded to 
include Windows Secure Score since there are also options and 
features you can enable in a Windows environment. As a result, 
the program is now called Microsoft Secure Score and includes 
Office 365 and Windows. Just do a search for ‘Microsoft Secure 
Score’ and you’ll see information on how to grade and improve 
your Secure Score.

“What is the most common cause of data breaches and who 
is behind them?”

Every year, the Verizon Data Breach Investigations Report 
gives us the most current answer to that question. You can 
download the report at https://enterprise.verizon.com/
resources/reports/dbir/. Hacking is the most common 
threat, with 81% of the hackers using stolen credentials (ID/
password). 

More stats that are useful:
•  73% of the breaches were perpetrated by outsiders while 28% 
involved internal actors (this could mean simple error as well 
as malicious actions).
•  50% of breaches were carried out by organized criminal 
groups.
•  12% of breaches involved actors identified as nation-state or 
state-affiliated.

“What should I do when I get an email with wiring instruc-
tions from a client or one of the law firm partners?”

There should always be a verification process – a written 
policy is a very good idea. If you can walk down the hall to 
see the person in your office who actually sent the instructions, 
that’s a good way to get verification – and a little exercise. You 
can also pick up the phone and call the partner or client – but 
never use a phone number contained in the email about the 
wiring instructions. Use a number you know to be that of the 
partner or client.

The same advice applies to requests for W-2 information 
– this scam tends to peak every year around tax time.

“What are new rules for making passwords?”
New Digital Identity Guidelines were published by the Na-

tional Institute of Standards and Technology in June of 2017 
and may be found at https://pages.nist.gov/800-63-3/sp800-
63b.html. First, passphrases are recommended – they are much 
easier to remember. “Breaker19,you’vegotabearintheair” is a 
perfectly good choice (for fans of Smokey and the Bandit).

While the guidelines call for a minimum of eight characters, 
most experts are recommending fourteen. NIST says pass-
words should be allowed to be as long as 64 characters, which 
we know isn’t something lawyers are going to do. Passwords 
should allow all printable ASCII characters, including spaces, 
and should accept UNICODE characters too, including emojis. 
We note with a chuckle that we saw emoji passwords demon-
strated on The Today Show and no one could remember them 
just a couple of minutes after making them.

Every time you make a new password, it should be checked 
against a database of known compromised passwords, so you 
can’t choose one of those. This is slowly being automated as we 
write. Very soon, this will be standard.

Also, for those of you with security fatigue (and isn’t that all 
of us?), you don’t need to have passwords expire without rea-
son. Passwords should only be reset when they are forgotten, if 
they have been phished or if there is reason to believe that they 
may have been compromised.

“I do work from home – how do I secure my wireless network 
at home?”

First, change the default settings of the wireless router. You 
should change the settings for the network name (SSID), IP ad-
dress range, administrator ID, password, etc. Next, configure 
the Wi-Fi to be encrypted. Currently, there are three types of 
Wi-Fi encryption - WEP, WPA, and WPA2. WEP and WPA have 
been cracked and there are free tools available to break the rath-
er weak encryption. WPA2 has also been cracked, but vendors 
have developed patches to improve the security. That means 
that you should be configuring your wireless router to use 
WPA2 encryption at this time. The good news is that the WPA3 
standard has been approved. We should start seeing products 
supporting the new standard in 2019, perhaps even by the time 
this column is published. Keep an eye out and upgrade/replace 
your wireless router to one that supports WPA3.
The authors are the President and Vice President of Sensei Enterprises, Inc., 
a legal technology, information security and digital forensics firm based in 
Fairfax, VA. 703-359-0700 (phone) www.senseient.com



16  San Bernardino County Bar Bulletin • May 2019



17May 2019 • San Bernardino County Bar Bulletin 



18  San Bernardino County Bar Bulletin • May 2019

CLASSIFIED ADS
EMPLOYMENT

NEEDED: WORKER’S COMPENSATION APPLICANT 
ATTORNEY for San Bernardino firm Please send resume 
to Randall Schiavone at Rschiavone@ksa-atty.com, or 
send resume by facsimile to (909) 384-0673

LITIGATION ATTORNEY–INSURANCE DEFENSE: 
AV-rated Riverside civil defense firm seeks associate 
attorney with a minimum 4 to 6 years’ experience in 
tort litigation and insurance defense related work; with 
excellent research, writing and advocacy skills. Salary is 
commensurate with experience. Send resume, cover letter, 
and writing samples to stamiso@tclaw.net.

Civil Litigation/Premises Liability Attorney - Seeking 
atty to join our Civil Litigation/Premises Liability team. 
Potential candidates must possess strong background in 
litigation matters (min. 3 yrs of civil litigation, premises 
liability & ins. def. exp). Requirements for this position: 
exlnt. written & oral communication skills, excellent org. & 
interpersonal skills, acute attention to detail; ability to multi-
task; must have initiative, be able to act decisively, work 
independently & exercise exlnt & ethical judgment. Send 
resumes to vb@varnerbrandt.com.
RIVERSIDE LAW FIRM looking for a full-time, legal 
assistant/secretary with exp. in plaintiff personal injury 
& medical malpractice claims. PLEASE - ONLY EXP’D 
LEGAL ASSISTANTS/ SECRETARIES should apply. 
Should be familiar w/ legal procedures, inc. transcription, 
calendaring, discovery, pleadings, composition of 
correspondence, Judicial Council forms, filing, copying, 
organizing, answering phones, and faxing. Must possess 
experience in general secretarial duties, with strong 
grammar, spelling and editing skills. Must be a team player 
and work well with others. Please submit your salary 
requirements and references. Applications submitted 
without salary requirements will NOT be considered.  
Please submit resume to gsa36513@gmail.com. 

SEEKING EXP’D FAMILY LAW PARALEGAL: Advanced 
family law paralegal needed for busy Ranch Cucamonga 
law firm. Must have a minimum of 2 years paralegal 
experience in a family law office. Please email cover letter 
and resume to: Brandon at attyquinn@gmail.com. 

12 YEAR FAMILY LAW ATTORNEY available for 
contract work and court appearances @ $75 per billable 
hour. Email: attorneyilene@icloud.com 

MISCELLANEOUS
CHILDHELP IS A NON PROFIT that serves abused 
children and families. Our foster care agency is moving 
our office to San Bernardino and we are in need of good 
furniture (used furniture is welcome). We have the ability 
to pay but donations would be appreciated. We are in 
need of several desks, chairs and conference room 
furniture. We appreciate your help! Feel free to contact 
me at: 908-255-4418 - Ike Kerhulas.

SERVICES
TAX ATTORNEY– SAN  BERNARDINO / RIVERSIDE
Persons or businesses w/ substantial tax-related problem 
contact David D L Horton, Esq., & Assoc., APC. David D L 
Horton, Esq., EA, is admitted to practice before the IRS, in 
Calif. crts, fed. courts, U.S. Tax Court, &U.S. Court of Fed. 
Claims. Contact David at the Law Firm of D L Horton, Esq., 
& Associates, APC, by phone or email. (310)310-9866; 
Tax@HortonEsq.com.

REAL ESTATE SERVICES for Divorce and Probate 
Clients – We’ll successfully market and sell your client’s 
home in 60 days or less! We’ll assist your clients with 
extreme diligence, care, and concern during this trying 
time. Arvel Henderson, MA.Ed BRE02007930, Keona 
Henderson BRE02009087 Caldwell and Taylor Realty. 
909-475-7035 Hendersonrealestateteam@gmail.com 
– www.hendersonrealestateteam.info

EXPERT WITNESS for pedestrian accidents. Over 25 yrs 
exp. in slip & fall, ramp, & stairways. Sub-chairman ASTM 
15.03 (Bathing Facility Safety). Experience in over 60 depos 
and 25 trials. Mel Friedlander, P. E. PH: 951 301-4152. 
Email: mailmf@verizon.net

CPA FORENSIC ACCOUNTANT Kathy Johnson. 
Business Valuations, Cash Flow, Separate vs. Community 
Prop. Tracing. Court-Appointed Expert, Receiver, Special 
Master. Call 909/889-8819, Fax 909-889-2409 - 451 E. 
Vanderbilt Way #325, SB 92408.

12 YEAR FAMILY LAW ATTORNEY available for 
contract work and court appearances @ $75 per billable 
hour. Please email: attorneyilene@icloud.com 

CONTRACT ESTATE PLANNING SERVICES. Exp. 
contract est. plan. atty avail. on assignment basis. Svcs 
inc. drafting complete est. planning packages, rev. trusts, 
irrevoc. trusts, restatements of trust, amendments of trust, 
pour-over wills, durable powers of attorney, adv. health care 
directives, & other est. plan. docs. Robert Wolfe, Esq., CPA 
Masters in Tax, at 206/409-1754 or rtwolfe1@yahoo.com.

COMMERCIAL REAL ESTATE LEASING & SALES
Local Real Estate Broker avail. for marketing and negotiating 
properties. John Dohm BRE #00820887 -Thompson 
Commercial Real Estate Investment Services Inc.  909-771-
7889 Cell/ 909-518-0343 Office. www.tcreis.com/E-mail: 
john@tcreis.com 

FREELANCE ATTORNEY avail. to provide legal research/
writing srvcs to attys on project-by-project basis. Prior exp. 
3 years as fed. jud. law clerk. Lic. in Calif. For info, visit 
www.meghandohoney.com

FAMILY LAWYERS w/ over 25 combined yrs of exp.  
Serving San Bernardino & Riverside. H Bui Law Firm @ 
626-683-7574. Free consults.

EXPERT WITNESS for pedestrian accidents. Over 25 
years experience in slip and fall, ramp, and stairways. Sub-
chairman ASTM 15.03 (Bathing Facility Safety). Experience 
in over 60 depositions & 25 trials. Mel Friedlander, P.E. Ph:
951/301-4152. Email: mailmf@verizon.net

CERTIFIED REAL ESTATE DIVORCE SPECIALIST, 
Certified Real Estate Seniors Specialist & Real Estate 
Broker. Realtor Albert Calderon, licensed since 1995. 
Knowledge, experience, patience & understanding are the 
pillars to my approach to assisting your clients. I am The 
Legal Community’s Real Estate Resource. Contact me at 
(626)373-4962 or albertcalderon838@gmail.com.

KING OF PROBATE: LYLE STOTELMYRE - MBA, Lic. 
Prof. Fid. #125, issues royal decree granting 10% rebate 
of statutory fees to his loyal entourage in contested 
probate cases.lylestotelmyre@gmail.com. 909-648-8091

REG. PROCESS SERVER / paralegal svces. Rsnble 
rates, local serves start $40 909-451-9819 - Carol.

LEGAL SECRETARY IN UPLAND. Ellie’s Legal 
Secretarial Service. Preparation of most court forms, 
Guardianships, Family Law, Probate, Evictions, Grant 
Deeds, Restraining Orders, Notary Public. (951)897-
2397 or (909)985-7162 / email carolflis@aol.com

NEED INVESTIGATIVE RESULTS? Stewart 
Investigative Services, Inc./S.I.S. Investigations Lic. 
Private Investigation Firm for 27 years - Criminal, 
Civil, Insurance & Corporate Investigations - www.sis
investigations.net. Call (909) 484-1500

WORKERS’ COMP SPECIALIST: Free consult 
for clients injured on the job, or fired because they 
reported a work injury: Nancy Wallace 909-381-2771; 
http://www.imhurt.info

LAW OFFICES OF GERARD R. DAGONESE and 
Conflict2Peace Ministries: Experienced attorney and 
Certified Christian Conciliator™ provides mediation, 
arbitration, and reconciliation services under the 
Rules of Procedure for Christian Conciliation. Contact 
Gerard Dagonese (909) 742-7154 for info.

LOCAL REAL ESTATE BROKER & CPA, Court-
Appointed Expert and Receiver for Property Sales 
and Management, available to sell and manage 
properties for your Clients.  Howard Friedman, 
Broker, CPA, Realicore, 909-486-2960.

FAMILY LAW/ CIVIL LITIGATION ATTORNEY w/
multiple years exp. avail. for depos and appearances 
including federal court throughout SO CA. Please call 
Shauna M. Wickham - 951/440-6938.

EXP’D FAMILY LAW Paralegal / Legal Secretary 
available on a contract basis. For immediate 
assistance, call (951)805-4735 or e-mail 
Slopez7267@aol.com.

OFFICE SPACE
OFFICE SPACE FOR RENT, DOWNTOWN SAN 
BERNARDINO– EXCELLENT LOCATION: Two 
separate spaces available – one private office ($500) 
and one separate large suite with 2 offices and reception 
area ($1,500). Located on the 2nd floor in the Wells Fargo 
Building downtown San Bernardino, across the street 
from the Courthouse & walking distance County Offices.  
GREAT Value includes all utilities, janitorial services, use 
of common space including kitchen & conference room, 
on-site security, private parking & convenience of Bank.  
Call Sandy at (909) 884-6451 for more info.

FURNISHED OFFICE SPACE FOR RENT IN THE 
BEAUTIFUL CITY OF CHINO HILLS. Three individual 
nice size rooms available with secretarial space available.  
Centralized receptionist and waiting room/Conference 
room included. Janitorial services provided. Kitchen 
usage included.  Minutes from the Pomona Superior Court 
with entrance/exit close to 71 Freeway.  Call Christina for 
information 909/606-0101. 

OFFICE FOR RENT IN PRIME SAN BERNARDINO 
AREA. Very affordable. Office space includes waiting/
reception area, business card display, janitorial services. 
Office is located onw block away from the San Bernardino 
Justice Center, and the Historic SB Courthouse. Office 
area is 135 sf for the affordable rate of $250.Ideal 
oopportunity for start-up or solo. Please call 90/384-1975.

NOTICES
CONFIDENTIAL HELP! Judges & Attys in trouble w/
alcohol, drugs. 800/222-0767; 909/683-4030, 24 hrs-7 
days a week.

SBCBA MEMBERS: Advertise FREE 6 mo. in 
Classifieds. Continue ad for $10 mo in advance. 
Non-members $10 mo in advance. 909/885-1986 or 
email bulletin@sbcba.org.

FREE: 
Upland attorney and past SBCBA President 
retiring after 47 years. Fully furnished office 
of 1200 +/- sq. ft. Spacious attorney office, 
large conference room, 3 secretarial stations, 
reception area, equipment/coffee room. High 
quality furniture, file cabinets, accessories 
all free to successor attorney(s). Currently 
Month to Month; Landlord may want signed 
lease. GIVE AWAY/TURN KEY operation. 
Call Ken Glube at (909)981-1011.

mailto:gsa36513@gmail.com
mailto:attyquinn@gmail.com
mailto:attorneyilene@icloud.com
mailto:mailmf@verizon.net
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WILLIAM D. SHAPIRO  •  BRIAN SHAPIRO

LAW OFFICES OF WILLIAM D. SHAPIRO

893 East Brier Dr.  •  San Bernardino, CA 92408
Phone: Toll Free (877) 611-1529 | Local: (909) 890-1000

www.wshapiro.com

Four decades and generations of experience in Catastrophic Injury 
and Wrongful Death Law.

Looking forward to working alongside your firm with our dedication, 
commitment, and resources.



WORKERS’ COMPENSATION LAW CERTIFIED SPECIALISTS
STATE BAR OF CALIFORNIA / BOARD OF LEGAL SPECIALIZATION  

Lerner, Moore, Silva, Cunningham & Rubel
 Ph: 909/ 889-1131• Fax: 909/884-5326

141 North Arrowhead Avenue, Suite 1
San Bernardino, California 92408-1024 

www.injuryatwork.com

Francisco T. Silva,  Scott M. Rubel, 
Darla A. Cunningham, Don Featherstone

Workers’ 
Compensation,
Personal Injury, 

or
Social Security 

Disability Issue?

MAYBE WE CAN 
HELP!

 We have over 70 years of experience in representing injured and disabled workers before the 
Workers’ Compensation Appeals Board and Social Security Administration.  If you have clients who 
need help with Workers’ Compensation or Social Security problems, please have them call our office 

for a free consultation. We pay referral fees in accordance with State Bar Rule 2-200(A).
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